Officer

Contact Number

Officer number

627-4P0OS (627-4767) - Non-functional terminals

Authorization
Department 24/7

623-2460 - Security and fraudulent suspected matters

E-mail

pos@firstcitizenstt.com —for general point of sale enquiries (e.g.
Non-functional terminals)

[ ] L ] @
settlements @firstcitizenstt.com — for settlement issues Fl rst Cltlzens

Paper roll request

https://www.firstcitizensgroup.com/tt/merchant-support/
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Installing First Citizens Mobile POS Application

This process installs the application on the cellular device that you intend to pair the WisePad 3§ Device.

O Using the App Store search for First Citizens T&T mFirst App and install app as per
instructions

- Ensure that the mobile device is connected to a source of Internet ie. WiFi or Mobile Data

< Search
First Citizens
\ T&T MFirst
mPOS
@
4+ No.16 =
Years Old Finance FCIS
What's New Version History
Version 1.90.32 2mo ago

Contactless card acceptance

Preview

ENTER AMC




Set Up of Application

This function is done affer the initial install of the application on the Mobile device.

Permissions

Please g

Welcome!

1 Welcome

Touch the arrow to proceed to the next page

\

First Citizens

2 Permissions

~
Enable permissions by selecting “Allow While Using App” @
Touch the arrow to proceed to the next page

Terminal Setup

3Terminal Setup

e
M b Touch the arrow to proceed to the next page

First Citizens x

First Citizens

Enter yourTerminal ID
Re-enter your ‘Terminal
Provided by Bank

Confirm your business information

» re-enter your Termina! (D

Tarminal 1D
Ny |
Terminal Setup Complete
4 ETTEE




4 Device Connection

After searching for the card reader, proceed to

Touch the arrow to proceed to the next page Pair

5Home Screen

Homepage appears on the screen

Sale/ Refund/ Activity/ Settings

Device Connection

REFUND

y  SUPPORT KEY

“WP5325215009

thia cade on

Cancel

S

Connectad
Connected to WisePad 95

mme
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8 Connect Device

Power ON WisePad device

Open App — Go to Settings

Select Device tab

Select Arrow next to the ‘Reader Selected’

Device Type will change to WisePad 3S

%

SETTINGS

Aceount  Device | ihers  Advanced  OTA

Readsr Selectad Walker 20 BT

< Settings Device Connaction
JEVICE INFORMATION - (DEVICE NOT CONNECTED)

Searching for
available readers... x settings

stesum oeuce  omes amenccs oma
Cancel

Reader Selected WisePad 35

IR INECRMATION
Ui

Supports Seftware
PinPad

Format 1D a0
Battery Lavel 27z
emvkayPrafilein

Track KSN

Supported NFC 1
Firmware ID WES32 01-61028
defaultLanguage

hardwarein

Serial Number




Processing a Transaction

This function allows you to process transactions via the Mobile App.
PROCESSING A TRANSACTION

A

1 Home Screen
Open the POS Mobile Application

&= ]
SALE REFUND

2 Select Sale

A 55 Select Sale

ACTIVITY SETTINGS lcon Optlon
on the
screen

. MERCHANT DASHBOARD
1 Tap to the online
merchant portal
.o

3 Enter Sale Amount

Enter the desired ‘“Amount’to be processed on the screen that appears

DG ENTER AMOUNT

Using the available keypad

Select Continue
$0.01 TTD

O
w



https://www.google.tt/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjpjY6U84HfAhWHpFkKHdgnAJ4QjRx6BAgBEAU&url=https://www.iconfinder.com/icons/1080960/click_cursor_finger_hand_press_tap_icon&psig=AOvVaw0lYOkApysW0_AFb7C5daDU&ust=1543865996012232
https://www.google.tt/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjpjY6U84HfAhWHpFkKHdgnAJ4QjRx6BAgBEAU&url=https://www.iconfinder.com/icons/1080960/click_cursor_finger_hand_press_tap_icon&psig=AOvVaw0lYOkApysW0_AFb7C5daDU&ust=1543865996012232

Sub Total $0.01

Tax $0.00

’ $0.01TTD l

CONTINUE

5 Connect Reader

Screen will appear reading Connecting to reader

If not already powered on, Power on the WisePad 3S Device

Bluetooth will automatically Turn On the device

Ensure that Bluetooth is enabled on the mobile device

When connected, the screen will change to read Swipe or Insert

4 Confirm Transaction
View transaction details on Summary screen

Click Continue again upon confirmation

Continue

< PROCESS PAYMENT

PLEASE WAIT

Connecting to reader...




6 Swipe/lnsert Card

Screen will appear reading Swipe or Insert

1. Atthe top of the reader, Swipe Debit Magstripe card

% PROCESS PAYMENT with Magstripe facing the back of the device

SWIPE OR INSERT 2. Insert Chip Cards

To begin processing the transaction

CARD

SALE $0.01

7 Customer Pin Entry

Allow the customer to enter their pin using the WisePad 3S Device

Press Green key on device to Enter

X PROCESS PAYMENT

PIN Entered

SALE $0.01

8 Select Savings / Chequing

e
wn
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Upon successful Pin Entry, the device will prompt the Customer to select one of the following

1. Chequing 2. Savings

Transaction Approved

9 ' Transaction is Approved / Send Receipt SALE $0.01
Once successfully processed, a screen will appear reading Transaction Approved with a Tick
Option will also appear to allow you to send a receipt

RECEIPT

Select Send Receipt to enter a destination e

SEND RECEIPT

Receipt can be sent either via Email or Text message SEND RECEIPT

Enter the email address or mobile number (1-868-***-****)

Click Send Receipt to send

.......

Rsyncion!




NB. If the transaction was not approved (an error occurred) or was cancelled; the screen will appear as follows:

X PROCESS PAYMENT
DECLINED

Transaction Cancelled
SALE $0.1

SALE $0.20

Unacceptable transaction fee

mme
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Reviewing Transactions

This section outlines the steps to review previously completed | attempted transactions

1 Home Screen
Open the POS Mobile Application

=) 6
o ety
Hars s

A
m MERCHANT DASHEOARD
.o

2 Select Activity

Select Sale Icon option on the screen

3 Summary

Transaction Summary screen will

Select a transaction

ACTIVITY

4 Transaction Details

Transaction details will appear on the screen

( \\f',‘-

SBIIEEXXXXXXXNEETE $3.00 TTD

% gSale  02-13-2018 12.08 (A

s G,
~

5B99EBKXXNXKHXAEEI6 $1.00 TTD

Sale  0213-2019 12:01 A

58996 XXX XXX $2.00 TTD

Sale  02-13-2018 N:59 ®

SB9IESXCOOCNXKTN $2.50 TTD

Sale  02-13-2019 N:59 ®

SB9968XI00OONXKNT $2.00 TTD

02-13-2019 12:08

S5B9968XXXXXXXXEE616

Sale 02-13-2019 N:58

-—
Statistics

TRANSACTION ID:

JOP7TWOPBHR




Void/Reversal Function

This section outlines the steps in voiding a transaction in an open batch directly from the mobile application

1 Home Screen
Open the POS Mobile Application M

2 Select Activity

Select Sale Icon option on the screen

7 N\
NOT \4\

SETTINGS

REFUND

X ACTIVITY
Sale 02-13-2019 12:13 ('/
3 S u m m a ry 5B9968XXXXXXXX6616 $3.00TTD Do
N . Sale 02-13-2019 12:08 ("\__I-.
Transaction Summary screen will appear RY; \Z/ NOT
: SBITEBXXXXXXXXEE16 $1.00 TTD
@ Sale 02-13-2019 12:01 ('“ s | t
S589968XXXXXXXX1MN $2.00TTD e ec
Sale  02-13-2019 1159 ® |
5BIGEEXXXXXXXXIN $2.50 TTD ' FUND |
Sale  02-13-2019 11:59 ® ‘ option’
SB9GEBXXXXX XXX $2.00 TTD ‘ S
Sale 02-13-2019 1:58 7
— @

Statistics




Note

All Merchants have access to VOID transactions remotely via the DASHBOARD

Only transactions completed before settlement @ 7pm daily can be ‘VOIDED’ - ‘OPEN BATCH’

4 VOID Transaction

Select a particular transaction you wish to VOID

589968XXXXXXXX1678

LINX

Transaction details will appear

Verify that the details match that of the transaction you wish to void

TRANSACTION ID:

Select VOID

APPROVAL CODE

]

% Select Confirm
Would you like to void this transaction? . L
Allow time for authorization

W\ Confirm

/
-
~

Upon Authorization a Transaction Approved screen will appear
Cancel

Transaction Approved

AL RECEIPT SALE $6.00

Enter Email or Phone Number

Options will also appear to allow you to send a receipt or Finish

Select Send Receipt to enter a destination SEND RECEIPT
Receipt can be sent either via Email or Text message

Enter the email address or mobile number (1-868-***-***x*) o

() AFRILG
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ACCESSING DASHBOARD / RECONCILIATION

This sections shows merchants how to utilize the merchant portal to manage transactions and generate reports.

% Using your previous set up Login credentials, Log in to the dashboard via

1. The secure Merchant page https://payments.paymobilepos.com/merchant/selfcare

2. Link on App home

Screen
~ = ’M MERCHANT DASH

CHANT DASHBOARD

% The required fields are as follows:

Merchant ID: 1234

Username: jsmith Password: otttk

Note

The security of the login credentials is essential to prevent unauthorized access to customer information

and transaction history. Merchants also have the access to VOID transactions in the open batch by
accessing the Dashboard remotely. Avoid sharing your password with others.

*¢* The Dashboard will appear as shown below.

mue
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%

First Citizens

first2 ‘

5687001 ( TTD ) FIRST CITIZ:I

2 Reporting v

Apr/17 1.00
@ Settings v May/17 059
= BINRanges Jun/17 092

@ Contact Support

Z Expand All

» Logout

Average Transaction Valve

May/17

Months

*

Order Id

Jaugueuy
J3U79YTT
J3u7avov
J3US4TUY
J3Q29FTA
J3Q1YLOF
J3LPH3C4
J3LPFRAK
J3LPASXA

n{mu:n

Card Name

Debit MasterCard
Debit MasterCard
Debit MasterCard
Debit MasterCard
Debit MasterCard
Debit MasterCard
Debit MasterCard
Debit MasterCard
Debit MasterCard

Nahit Macrartzed

No results found.

Amount

0.01
1.00
1.00
1.00
1.00
1.25
125
1.00
1.00

108

» Do ® DO OO O O

*H

Response Code

% By clicking the expansion symbol in the corner of each window, the section will expand

showing relevant information clearer on a large scale

% First Citizens

oXa

5687001 ( TTD ) FIRST CITIZ}E

@ Dashboard

[ Reporting v
o Settings N

i= BIN Ranges
© Contact Support
< Expand All

® Logout

Average Transaction Value

May/17

Months

e N

% By clicking the settings/tools icon metrchants have the option to edit the criteria for each

section as seen below;

O
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i
_% First Citizens
5687001 (TTD ) FIRST crrm
~yerage Tranzsction Uz

@ Dashboard
Request Type:

3 Reporting v Average Transaction Value

Settings v
& g Start Date:

i= BIN Ranges 4/24/17 u

© Contact Support End Date
< Expand All 71517 u

® Logout Card Types:
ALL
Visa Credit A
MasterCard
Debit MasterCard v
Visa Debit

Operator:
ANY

EDCC:

Included
Preauth:

Included
3D Secure:

Both
Refund:

Included .

Voided:

Included

Nanlinad-

% In the menu, by clicking the drop down arrow next to REPORTING, metchants can access
either the ‘Open batch’ or any of the ‘Closed batches’

The following is displayed for selection:

I ,ﬂ First Citizens first2 . ;]

5687001 ( TTD ) FIRST CITIZE
Find a Transaction | SearchbyCard | Searchby CustomFields | Advanced Filter

& Dashboard
(@) OrderiD
@& Dashboard
Unique Ref
Amount Range
Q Open Batch
@ Closed Batch
x Se i Date Sales Voids Total Deposit
ttin
98 v 6/12/17 7.00:00 PM (0) TTD 0.00 (0) TTD 0.00 TTD0.00

6/9/177:00:00 PM (0)TTD 0.00 (0) TTD0.00 TTD0.00

= BINRanges

= g 6/6/17 7:00:00 PM (0) TTD 0.00 {0) TTD 0.00 TTD 0.00

° c ot Suppon 6/5/17 7:00:00 PM (0) TTD 0.00 {0) TTD0.00 TTD 0.00
6/2/17 7:00:00 PM (0) TTD 0.00 {1)TTD0.01 TTD 0.00

, Expand A" 5/26/17 7:00:00 PM (1) TTD 1.00 (0) TTD0.00 TTD 1.00
$5/15/17 7:00:00 PM (10) TTD 5.57 (0) TTD 0.00 TIDS57

» Logout 5/11/17 531:00 AM (2)TTD 2.00 (1) TTD1.05 TTD2.00
$/10/17 5:31:00 AM (3)TTD3.70 {0) TTD 0.00 TTD3.70
5/5/17 5:31:00 AM (1) TTD 1.00 (2)TTD3.00 TTD1.00

$5/4/17 5:31:00 AM (4)TTD 4.00 (0) TTD 0.00 TTD 4.00




Y. First Citizens

5687001 (TTD ) FIRST cmzj

Batch Transactions

@ Dashboard

& Settings

i= BINRanges

@ Contact Support

7 Expand All

» Logout

Net Total (3/3)

TTD3.70

d

Transaction Details

first2 . )
S

Order ID:
Unique Ref
Date/Time:
Commerce Type:
Type:

Status:
Description
Operator:
Response:

Approval Code:

System Trace Audit Number.

Retrieval Reference Number:

AVS Response:
CVV Resutt

Card:

Cardholder Name:

Amount:

Resend Cardholder Receipt
Cardholder Email

customen@firstcitizenstt.com

J2HQZFFF
LMGP7QRCVY

May 9,2017 12:06:11 PM
Cardholder Present
SALE

COMPLETE

A APPROVAL
304773
a0

712900000040

58906g arrtk 1004 /0979

TTD1.20

By selecting the desired date, Merchants can view detailed transaction information

When viewing a transaction either of the following scenarios may apply

a. If the batch has already been ‘Closed’, the merchant can only view the transactions,

resend receipts and/or print copies of the receipt

b. If the batch is ‘Open’, the merchant has the option to VOID transactions, view, resend

receipts and/or print copies of the receipt

Note

The Process of resending/re-printing a transaction’s receipt is the same for Debit Transactions, Credit
Card Magstrip/Non-Chip) Transaction and Credit Card (Chip Card) Transactions.

% In the menu, by clicking CONTACT SUPPORT, merchants can contact the website
developers directly regarding technical issues with the website itself.

O
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% First Citizens

5687001 (TTD ) FIRST CITIZIﬂ

| @ Dashboard Contact Support
Priority
@ Dashboard o j
= Reporting Vg Contact Type
General Support E‘
0F Settings /
Subject
i= BIN Ranges
‘ c : &mpon Message
< Expand All

® Logout

Add/Remove Editor

Note

For Technical assistance for the Nomad Device and other Mobile Point of Sale issues, utilize the contact
information given by the bank.

% How to settle the device with the transactions at the end of the day?

Settlement occurs automatically daily at 7:00pm. All transactions processed after settlement will
be settled next day with the subsequent settlement.

% Will the application ot device work without internet or data access?

No, the device processes transactions from commands given through the application. The
application utilizes the internet or data to connect with the host in order to i

‘AT
\ gD

process transactions.



FAQ

% Can the device be charged using a car charger?

Yes, the device is charged using any USB adaptable outlet.

% Is there a daily number of transactions limit?

No, merchants can process as many transactions as required daily. However, at inception a limit
p y q y > p
per transaction will be established.

% Can I resend receipts to customers from transactions processed days or weeks prior?

Yes, any receipt for a transaction (approved, voided or declined) can be resent via email at any
time. The receipt can even be sent to a different email address than initially entered.

Yes, this can be enabled by the bank upon request. Email notifications will be sent each time a
transaction is processed.

+» If the mobile device’s security is compromised can my transactions be tampered
P \ p
with?

No, the information can only be accessed using your secure log in credentials. Any transactions
completed using your Terminal ID and Secret will automatically credit your account. Credentials

can be changed vie formal request to the bank. /«l\
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*¢* Where on the mobile device is the transaction information stored?

Transactions and all customer account information 1s not stored on the mobile device. This
information can only be accessed through secure login on the secure First Citizens Merchant
System web portal.

%* Can I void transactions complete days or weeks prior?

No, only transactions processed in the open batch (unsettled batch) can be voided or reversed .
In a situation where such a reversal 1s required, th e merchant must send an email First Citizens
to officially request a the reversal of the transaction,

% Can I received notifications every time a transaction is completed?
- Avoid sharing your credentials

- Avoid saving your credentials on your mobile device

% How can I prevent communication issues that can affect the petformance of my I0S
phone or tablet that connects to the device?

For WIFI users, to prevent communication issues, you should choose a fast and stable internet
service provider that offers adequate bandwidth and coverage for your business location.

For GPRS (Mobile/Cellular Data) users, to prevent communication issues, you should ensute
that the device is operating in an exceptional service coverage area.
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Contact Information

Contact

Contact Number

Officer number

627-4POS (627-4767)
(Call for paper rolls and technical assistance)

Authorization Department 24/7

623-2460

Call Center — between 6am -10pm, 7 days a
week

62 FIRST (623-4778)

E-mail

pos@firstcitizenstt.com

(Email for paper rolls and technical assistance)
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