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Installing First Citizens Mobile POS Application

This process installs the application on the cellular device that you intend to pair the Nomad Device.

e Using the App Store search for First Citizens T & T mFirst App and install app as
per instructions

- Ensure that the mobile device is connected to a source of Internet ie. WiFi or Mobile Data

105



Set Up of Application

Please grant all the required app
permissions

This function is done afier the initial install of the application on the Mobile device.

Welcome!

1 Welcome

Touch the arrow to proceed to the next page

ns we will walk you

tUp process

Permissions

WE NEED YOUR PERMISSIONS

@ Camera

First Citizens

2 Permissions

“First Citizens” Would Like to
Access the Camera

App requires to use device's camera
for payment processing

Touch the arrow to proceed to the next page

Select each item listed & click OK to grant permission Dot Alaw WM 4 0K

Click continue to proceed to next page

Terminal Setup

Please authorize the Terminal with
Terminal ID and secret key provided by

your merchant account provider 3 T - I Set

x [ Touch the arrow to proceed to the next page
First Citizens M i
First Citizens Enter your Terminal ID
Please enter your Secret Key \ ‘
Secret Key Enter your secret Key’
Please enter your Terminal ID - g
el 1o First Citizens Provided by Bank
NY >
— Terminal Setup Complete

E).
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Device Connection

Awesome! Your terminal is configured. Device Connection
Next, let's connect your card reader and
make sure it’s working Select a card reader to connect

Walker 2.0 Walker 2.0 BT

" @

Walker C2X Walker C2X BT

.

m, Skip >

%

4 Device Connection

Touch the arrow to proceed to the next page

Touch Skip to proceed to the next page

5 Home Screen

Homepage appears on the screen

Sale / Activity / Refund / Settings

REFUND

it

ACTIVITY SETTINGS

B MERCHANT DASHBOARD
merchant portal

.

6 Confirm Debit Enabled
Select Settings Tile

TAX SETTINGS

Tax Enabled g Select OtherS Tab
TIP SETTINGS Ensure that Debit Enabled is ON
Tip Enabled L

FEE

Conv. Fee Enabled

5%

Others

Debit Enabled SETTINGS

O
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£ Settings

7 Pair Device

Bluetooth

Bluetooth

| @

Now discoverable as “VALISHA's iPhone".

Exit Application

DEVICES - &

DenDen

Go to the mobile device’s Settings — Bluetooth Settings
WPC204642000084

To pair an Apple Watch with you
Watch app.

Power On Nomad WP2
—
Bluetooth will automatically Turn On the device
Select the Device Serial to pair eg. WPC204642000084

Select Pair on mobile device

Enter to confirm on Nomad WP2

Connected

Settings

it

"Headset” would like to pair with your

8 Connect Device in App

[ Account Others

SETTINGS

Reader Selected

Nomad WP2

Open App — Go to Settings

DEVICE INFORMATION - (DEVICE Nt

Select a card reader to connect

Walker C2X

Select Device tab

Select arrow next to the ‘Reader Selected’

Scroll & Select Nomad WP2

Device Type will change to Nomad WP2

— Product ID

£ Settings Device Connection

Nomad 2.0

&
W

Nomad WP2 Plus

CONNE§

Bluetooth Pairing Request

iPhone. Confirm that this code is
displayed on "Headset"

993171

Cancel

Bluetooth

Bluetooth

©

Now discoverable as “VALISHA's iPhone”:

WPC204642000084 Connected @

OTHER DEVICES 3,

To pair an Apple Watch with your iPhone, go to the
Watch app.

‘Walker C2X BT

Nomad WP2
Settings

Account

Reader Selected Nomad WP2

DEVICE INFORMATION

BBZZ_CAKey_vI_DE
5750433230

Format ID 60

Vendor ID PAVAIAIA:)

USB Connected 1

Supported NFC 1

Supported Track 3 1

Firmware Version
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Processing a Sale / Purchase Transaction

This function allows you to process transactions via the Mobile App.

PROCESSING A DEBIT CARD TRANSACTION

1 Home Screen

a
SALE REFUND
ACTIVITY SETTINGS

MERCHANT DASHBOARD
Tap o go to the online
merchant porta

Open the POS Mobile Application

3 Select Debit

From the options that appear in the window at the bottom of the screen

Select Debit

A

=) A
REFUND
N

== crepiT

=
288 DEBIT
w1}

S

2 Select Sale

Select Sale Icon option on the screen

$0.01TTD

4 Enter Sale Amount

Enter the desired ‘Amount’ to be processed on the screen that appears

Using the available keypad

Select Continue...
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5 Confirm Transaction

View transaction details on Summary screen

Sub Total $0.01
Click Continue again upon confirmation
Tax $0.00
Tip Amount $0.00
$0.01TTD

ADD TIP

CONTINUE

X PROCESS PAYMENT

PLEASE WAIT

Connecting to reader...

6 Connect Reader 0

Screen will appear reading Connecting to reader

If not already powered on, Power on the Nomad WP2 Device

Bluetooth will automatically Turn On the device
Ensure that Bluetooth is enabled on the mobile device

When connected, the screen will change to read Swipe or Insert

7 Swipe Debit Card

Screen will appear reading Swipe or Insert

At the top of the reader,

X PROCESS PATMENT Swipe Debit Magstripe card with the magstripe facing the BACK of the device

SWIPE OR INSERT

To begin processing the transaction.

s advo

SALE $0.01
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8 Customer Pin Entry X PROCESS PAYMENT
Allow the customer to enter their pin using the Nomad WP2 Device PIN Entered

Press Green key on device to Enter

SALE $0.01

9 Select Savings / Chequing

Upon successful Pin Entry, the device will prompt the Customer to select one of the following

1. Savings

2. Chequing

Transaction Approved
10 Transaction is Approved / Send Receipt SALE 50,01
Once successfully processed, a screen will appear reading Transaction Approved with a Tick
Option will also appear to allow you to send a receipt

X RECEIPT
Select Send Receipt to enter a destination

Enter Email or Phone Number

SEND RECEIPT

SEND RECEIPT

Receipt can be sent either via Email or Text message

Enter the email address or mobile number (1-868-***-****)

Click Send Receipt to send Marth Atlantic

ES _ Ocean
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NB. If the transaction was not approved (an error occurred) or was cancelled; the screem will appear as follows:

X PROCESS PAYMENT
DECLINED

Transaction Cancelled
SALE $0.11

SALE $0.20

Unacceptable transaction fee

mme



Processing a Sale/Purchase Transaction

This function allows you to process transactions via the Mobile App.

PROCESSING A CREDIT CARD TRANSACTION (CHIP CARD)

1 Home Screen

Open the POS Mobile Application

&= N
SALE REFUND
ACTIVITY SETTINGS

. MERCHANT DASHBOARD
Tap to go to the online
merchant portal
.o

2 Select Sale

Select Sale Icon option on the screen

3 Select Credit

From the options that appear in the window at the bottom of the screen — Select Credit

4 Enter Sale Amount

Enter the desired ‘Sale Amount’ to be processed on the screen that appears

X ENTER AMOUNT Using the available keypad

$0.01TTD

CONTINUE
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5 Confirm Transaction

Select Continue to move Sale to Confirmation screen

Sub Total $0.01 Click Continue again upon confirmation
Tax $0.00
Tip Amount $0.00

$0.01TTD

ADDTIP

CONTINUE

b ¢ PROCESS PAYMENT

6 Connect Reader PLEASE WAIT

Connecting to readetr...

Screen will appear reading Connecting to reader

If not already powered on, Power on the Nomad WP2 Device

Bluetooth will automatically Turn On the device

Ensure that Bluetooth is enabled on the mobile device

When connected, the screen will change to read Swipe or Insert

X PROCESS PAYMENT
7 Insert Chip Card

Screen will appear reading Swipe or Insert

SWIPE OR INSERT

To begin processing the transaction.

At the bottom of the reader,

Insert Chip Card with chip facing upward

03
5

SALE $0.01

B0 D003 D000 COD
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X PROCESS PAYMENT

Enter Pin

8 Customer Pin Entry

Screen will appear prompting the merchant to allow the customer to enter their pin
Allow the customer to enter their pin using the Nomad WP2 Device

Press Green key on device to Enter

SALE $6.00

Transaction Approved

9 Transaction Approved / Send Receipt RecelPT SALE $6.00

Enter Email or Phone Number

Once successfully processed, a screen will appear reading
Transaction Approved with a Tick
SEND RECEIPT

Option will also appear to allow you to send a receipt SEND RECEIPT

Select Send Receipt to enter a destination

Receipt can be sent either via Email or Text message e E

Enter the email address or mobile number (1-868-***-****)

Click Send Receipt to send

Atlanti

NB. If the transaction was not approved; an error will appear with a Large X or Emjoi

X PROCESS PAYMENT
DECLINED

Transaction Cancelled
SALE $0.1

SALE $0.20

Unacceptable transaction fee

2
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Reviewing Transactions

This sections outlines the steps to review previously completed | attempted transactions

1 Home Screen
Open the POS Mobile Application

A

REFUND

W‘ ick

ACTIVITY SETTINGS

MERCHANT DASHBOARD
Tap 15 go to tha online
merchant portal

3 Summary

Transaction Summary screen will appear

Select a transaction

ACTIVITY

Sale 02-13-2019 12:13

5BO9EBXXXXXXXXE616 $3.00 TTD

\\ #5ale 02132019 12:.08
-

Q

-
o

~
5BI96BXXXXXXXXEE16 $1.00 TTI

Sale  02-13-2019 12:01

Q

-
-
(=}

589968XXXXXXXXIN $2.00

Sale 02-13-2019 1:59

®

=]

589968 XX XXKXXXIN $2.50TT

Sale 02-13-2019 11:59

®

589988XXXXXXXXIN $2.00TTD

Sale  02-13-2019 11:58

-
Statistics

2 Select Activity

Select Sale Icon option on the screen

4 Transaction Details

Transaction details will appear on the screen

&)

This transaction is complete

02-13-2019 12:08

589968XXXXXXXX6616

LINX

TRANSACTION ID:

JOP7WSPBHR

Order ID:

201902131208240930

105
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Void/Reversal Function

This sections outlines the steps in voiding a transactions in an open batch directly from the mobile application

1 Home SCreen e © 5l 100% M 10:43 am

Open the POS Mobile Application

2 Select Activity

<:§ Select Sale Icon option on the screen

REFUND

ACTIVITY SETTINGS
MERCHANT DASHBOARD
S ———

o

ACTIVITY

Sale  02-13-2019 1213 @

3 Summary

589968XXXAXXXXE616 $3.00 TTD

Transaction Summary screen will appear 3 Sale 02152019 1208 @)
= : 5B99EBXXXXXXXXE616 $1.00 TTD
Sale 02-13-2019 12:01 @
589968XXXXXXXXIN $2.00TTD
Sale 02-13-2019 11:59 ® UND

5B899E8XXXXXXXXIMN $2.50 TTD

Sale  02-13-2019 11:59 ®

5898E8XXXXXXXXMN $2.00 TTD

Option

Sale 02-13-2019 11:58

—_——
Statistics

~
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4 VOID Transaction

Select a particular transaction you wish to VOID

01-21-2019 10:50

589968XXXXXXXX1678

Transaction details will appear L

Verify that the details match that of the transaction you wish to void

TRANSACTION ID:

LW4FMOLBNK
Select VOID APPROVAL CODE:
749170
1
- Select Confirm
Would you like to void this transaction? All ti f thorizati
OW time Tor authorization
A Confirm - . .
> ': Upon Authorization a screen Transaction Approved will appear
‘ Cancel
Transaction Approved
% T SALE $6.00

Enter Email or Phone Number

Options will also appear to allow you to send a receipt or Finish

Select Send Receipt to enter a destination

Receipt can be sent either via Email or Text message

Enter the email address or mobile number (1-868-***-****)
Nw”:d’:)’lh Atlantic
Ocean
. - . AFRI1Q
Click Send Receipt to send
orjS 0 U TH]
AMERICA
Leoal /i anuznnsaves Ocean
Note

All Merchants have access to VOID transactions remotely via the DASHBOARD

Only transactions completed before settlement @ 7pm daily can be ‘VOIDED’ - ‘OPEN BATCH’

E).
wn
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LOGGING IN TO APPLICATION

This sections shows merchants how to log into the application.

1 Open Application

Open the POS Mobile Application

M
First Citizens 2LogIn
Enter Username (Sent via email upon installation of application)
Login Below Enter your Password (Set by Merchant)

Enter your login credentials

Select Authorize

A

First Citizens

renelle

3 Home Screen
POS Mobile Application will appear

SETTINGS

MERCHANT DASHBOARD
Tap to go to the online
merehant portal.
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ACCESSING DASHBOARD / RECONCILIATION

This sections shows merchants how to utilize the merchant portal to manage transactions and generate reports.

% Using your previously set up Login credentials, Log in to the dashboard via

1.

The secure Merchant page
https://payments.paymobilepos.com/merchant/selfcatre

2. Link on App home screen

\NY/7,
Ay

MERCHANT DASHBOARD
Tap to go to the online
merchant portal.

e The required fields are as follows:

Merchant ID: 1234

Note

Username: jsmith

Password: *erktrker

The security of the login credentials is essential to prevent unauthorized access to customer information and
transaction history. Merchants also have the access to VOID transactions in the open batch by accessing the
Dashboard remotely. Avoid sharing your password with others.

¢ The Dashboard will appear as shown below.

% First Citizens firsi2 .
5687001 ( TTD ) FIRST CITIZ
Top Sericds *3 *EH
Dashboard
= }
2 Reporting 87 Aprf17 1.00
o Semings v May/17 0.59
= BINRanges Juni17 0.9z
g No results found
© Contact Support
/" Expand All
® Logout
Luerage T ®H Rz tion *H
i Order Id Card Name Amount Response Code
J3UBUBUY Debit MasterCard 001 D
.
3 JBUTOYTT Debit MasterCard 1.00 D
5 oo JauTsvov Debit MasterCard 1.00 i}
2 0z
g J3USATUY Debit MasterCard 1.00 D
&f 05 J32OFTA Dehit MasterCard 1.00 0
&
g J3Q1YLOF Dehit MasterCard 1.25 R
o J3LPH3CA Debit MasterCard 125 R
J3LPFRAK Debit MasterCard 1.00 D
Ape/17 May/17 duni17 J3LPASXA Debit MasterCard 1.00 D v
Meonths. RRICIEN Nahit Mactarard 125 R
< >
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% By clicking the expansion symbol in the corner of each window, the section will expand
showing relevant information clearer on a large scale

% First Citizens ‘ ’

5687001 ( TTD ) FIRST CITIZI

[ Reporting AV
1
& Settings R
i= BIN Ranges 09
©® Contact Support
 Expand Al o8
® Logout
07
@
]
bl
=
S 06
I
]
&
g
=
= 03
o
-3
<]
@
z
04
03

01

Apr/17 May/17 Junf17 Julf17

Months

% By clicking the settings/tools icon merchants have the option to edit the critetia for each
section as seen below;

% First Citizens

5687001 ( TTD ) FIRST CITIZ\
erage Transaction Value

@& Dashboard
Request Type

2 Reporting v Average Transaction Valug
2 Settings o
d Start Date:
i= BIN Ranges 424117
@ Contact Support End Date
< Expand All 71517
® Logout Card Types:
ALL
Visa Credit )
MasterCard
Debit MasterCard v
Visa Debit
Operator:
ANY
EDCC:
Included
Preauth:
Included
3D Secure:
Both
Refund
Included
Voided:
Included

Piarlimad-
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¢ In the menu, by clicking the drop down arrow next to REPORTING, merchants can access

either the ‘Open batch’ or any of the ‘Closed batches’

The following is displayed for selection:

‘ M First Citizens

first2 .

5687001 ( TTD ) FIRST C\TIZ

& Dashboard

@ Dashbeard

B Reporting

O Open Batch

@ Closed Batch

Finda Transaction | SearchbyCard | SearchbyCustomFields | Advanced Filtar

(®) OrderID

Unique Ref

Amount Range

l:ﬂ Setti Date Sales Voids Total Depasit
ettinge LY
g 6/12/17 7:00-00 PM (0)TTD 0.00 {0) TTD 0.00 TTD0.00
6/9/17 7.00:00 PM (0) TTD 0.00 {0) TTD 0.00 TTD 0.00
— 8917 7:00:00 EM
= BIN Ranges
6/6/17 7:00:00 PM (0) TTD 0.00 {0) TTD 0.00 TTD 0.00
6/5/17 7:00:00 PM (0) TTD 0.00 {0) TTD 0.00 TTD0.00
@ Comtact Support
6/2/17 7:00:00 PM (0) TTD 0.00 {1 TTD0.01 TTD 0.00
5/26/17 7:00:00 PM (1) TTD 1.00 {0) TTD 0.00 TTD 1.00
< Expand &ll
5/15/17 7:00:00 PM (10) TTD 5.57 {0) TTD 0.00 TTD 5.57
-* LDI;:II..I‘I 5/11/17 5:31:00 AM (2) TTD 2.00 (1) TTD 1.05 TTD 2.00
5/10/17 5:31:00 AM (3)TTD 3.70 {0) TTD 0.00 TTD 370
5/5/17 5:31:00 AM (1) TTD 1.00 {2)TTD 3.00 TTD 1.00
5/4/17 5:31:00 AM (4)TTD 4.00 {0) TTD 0.00 TTD 400

e By selecting the desired date, Merchants can view detailed transaction information

M First Citizens

5687001 (TTD ) FIRST cmz

@ Dashboard

B Reporting

Batch Transactions I Transaction Details

Iﬁmz.‘oh

o Gpenzmch OrderID: J2HZFFE
® Closed Barch Unique Ref: LMEFTORGVE
ot ) 05
yy— o ate Date/Time: May 8, 2017 12:06:11 PM
_ 5/9/17 12:08:11PM Commercs Type: Gardholder Present
= BINRanges
5/9/17 12:03:22 PM Type SALE
@ Contact Support
5/9/17 112704 AM Staue COMPLETE
7 Expand All
Description:
» Logow
1 Operator
Response AAPPROVAL
Net Total (3/3)
Approval Code: 304773
TTD3.70
System Trace Audit Number a0
Revisval Referance Numbsr: 712900000040

AVS Response:
CVV Result:

Card:

Cardholder Name:

Amount

Resend Cardholder Receipt

Cardholder Email

‘ customerl@firstoitizenstt.com x ‘

SBOUEGHHT] 004 / 0979

TTD1.20

When viewing a transaction either of the following scenarios may apply

O
w




a. If the batch has already been ‘Closed’, the merchant can only view the transactions,
resend receipts and/or print copies of the receipt

b. If the batch is ‘Open’, the merchant has the option to VOID transactions, view, resend
receipts and/or print copies of the receipt

Note

The Process of resending/re-printing a transaction’s receipt is the same for Debit Transactions, Credit Card
(Magstrip/Non-Chip) Transaction and Credit Card (Chip Catrd) Transactions.

< In the menu, by clicking CONTACT SUPPORT, merchants can contact the website
developers directly regarding technical issues with the website itself.

% First Citizens
5687001 ( TTD ) FIRST cmzwj
® Dashboard Contact Support
-
Priority
& Dashboard J
Low R
[= Reporting A Contact Type
General Support j
of Settings ¥4
Subject
i= BIN Ranges
o Dnnmut&.pport Message
« Expand All
& Logout

Add/Remove Editor

Note

For Technical assistance for the Nomad Device and other Mobile Point of Sale issues, utilize the contact
information given by the bank.

@& oS



FAQ

% How to settle the device with the transactions at the end of the day?

Settlement occurs automatically daily at 7:00pm. All transactions processed after settlement
will be settled next day with the subsequent settlement.

% Will the application or device work without internet or data access?

No, the device processes transactions from commands given through the application. The
application utilizes the internet or data to connect with the host in order to process transactions.

% Can the device be charged using a car charger?

Yes, the device is charged using any USB adaptable outlet.

% Is there a daily number of transactions limit?

No, merchants can process as many transactions as required daily. However, at inception a limit
5 : ; p : y q y 5 p
per transaction will be established.

P

O
N
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y -/

+* Where on the mobile device is the transaction information storefl?

Transactions and all customer account information is not stored on the mobile device. This
information can only be accessed through secure login on the secure First Citizens Merchant
System web portal. ‘

% Can I void transactions complete days or weeks prior?

No, only transactions processed in the open batch (unsettled batch) can be voided or reversed.
In a situation where such a reversal is required, the merchant must send an email First Citizens
to officially request a the reversal of the transaction,

% Can I resend receipts to customers from transactions processed days or weeks prior?

Yes, any receipt for a transaction (approved, voided or declined) can be resent via email at any
time. The receipt can even be sent to a different email address than initially entered.

% Can I received notifications every time a transaction is completed?

Yes, this can be enabled by the bank upon request. Email notifications will be sent each time a
transaction is processed.

% If the mobile device’s security is compromised can my transactions be tampered
with?

No, the information can only be accessed using your secure log in credentials. Any transactions
completed using your Terminal ID and Secret will automatically credit your account. Credentials
can be changed vie formal request to the bank.

- Avoid sharing your credentials

- Avoid saving your credentials on your mobile device
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Contact Information

Contact

Contact Number

Officer number

627-4POS (627-4767)
(Call for paper rolls and technical assistance)

Authorization Department 24/7

623-2460

Call Center — between 6am -10pm, 7 days a
week

62 FIRST (623-4778)

E-mail

pos@firstcitizenstt.com

(Email for paper rolls and technical assistance)
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